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Signature Examples
B B EERR

m Purchase Reqguisition
m Memoranda




Signature Characteristics
B [
m Thesignatureidentifiesthe signer
»Typicalyitiseye-readable
= Often acrossorganizational boundaries

m Thesignatureisunique

= Only the owner of the signature can
createthat mark

m Thesignature cannot beduplicated
A = No two people have the same signature



Signature Characteristics (Cont.)
B[R

m Thedocumentisunalterable

DA fielc
DA field

DA fielc

cannot be changed
cannot be added
cannot beremoved

= without the change being detectable




Signature Capability
[ T M A A A A mAmam
m Because of these characteristics, a
signatureislegally binding

m In effect, it Isnon-repudiatable
= Youcan't say you didn't signit




Electronic Signature Problem

B B EEEEEE
m How do you provide the same

characteristicsasaphysical signature,

when every bit ispotentially dynamic?

=»How do you uniquely tieaperson to a
digital symbol?

=» Computers have no trouble copying data

= Computersare discreet machines; itis
easy for independent peopleto duplicate
simplebit patterns

= Computerschange datacontinuously




Conceptually
B B EEEEERR

m Inthe past
= People haverelied on wax sealsto
authenticate
= They used encryption to hidethe
contents

m Today we do the samething

=»We use encryption to affix aseal to
adocument

»Weuse encrydpti on to hidethe
A contents of adocument
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Private Key

(Symmetric) Encryption
B B FREDEEERRN
sharedkey - 1 John’

oo

e >1

» Sender and receiver must v \
both share acommon key

 Algorithms are standard, “ "
only the key must be kept —"John
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Public/Private Key

(Asymmetric) Encryption
B B EWEEERE

encryption ____, 1 “John"
(private) key * *

decryption
(public)key
« Sender and receiver use
different keys
., *Keysalsoworkinreverse
74\ *Onekey cannot be

determined from the other
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Private Key Characteristics
B EEEFER

mItiseasier to understand
m Itiscomputationally faster

m But, it doesnot scale. ..
on 4
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B Y ou must exchange akey pair with all
of your partnersin advance
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Public Key Characteristics
B B ERR

m Harder to understand
m Computationally more difficult

mBut, it scales!
D

) = QOrder N

o

® Y ou only need to announce your
public key once
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How Does Public/Private Key

Provide a Signhature?
B B E R R

m Thesignatureidentifiesthe signer

= The public key isrecorded in adatabase
with theidentity of the owner

= Only the public key can decrypt private
key encrypted material

= Hence, it can verify material encrypted
by auser’sprivate key
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How

Does Public/Private Key

Provide a Signature? (Cont.)
B B[R

m Thesignatureisunique
= [t isabig number

= 1024
" 128c

oinary digits, or
naracters, or

» 2 56128

nossi blecombinations

100101011101...011110110110
- 1024 digits >
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How Does Public/Private Key

Provide a Signature? (Cont.)
B B EEEEERR

m Thesignature cannot beduplicated

= Itisvirtually impossibleto duplicate
randomly

= The public and private keys are precisely
related mathematically; no other key will
decodeaprivate key encryption
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How Does Public/Private Key

Provide a Signature? (Cont.)
B B EEEEEREH

m Thedocument isunalterable
= A message digest is appended to the document

Unalterable Sgned Document
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How Does Public/Private Key

Provide a Signature? (Cont.)
B B EEEEEREH

= The message digest can be subsequently
validated

= Message
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So, What Does a CA Have

To Do With All This?
e e EEER

m First, it computesthe public/private
key pair
=»Not atrivial task for such big numbers
= Ensuresthat key pairsare unique
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So, What Does a CA Have

To Do With All This? (Cont.)

EE B EEEEEER
m Second, it isatrusted party that tells
otherswhat the public key for auser is

= Keepstrack of who ownswhich public
key
= Essential for identifying the signer

» |f you recelve adocument from Carol Quinn
how do determine what her public key 1s?

»Answer: you ask Carol’s CA to provide a
X.509 V 3 certificate stating her identity and

A her public key
{ de\*
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So, What Does a CA Have

To Do With All This? (Cont.)

B B EEEEEE
m Thirdly, it handles private keysthat have
been compromised

= Earlier | said that these keys are so big that the
signatureisunique

=»However, auser or CA failure could divulgea
user’sprivatekey, thusallowing duplication

= The CA keepsalist of private keysthat have
been compromised

=1t providesthislist to other applications that
need to validate signatures

A
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... Itisatrusted party . ..
[ T M A A A A mAmam
m \What does it meantotrust aCA?

= How well do | have to manage my CA for it
to betrustworthy?

=»»What must Carol Quinn do to prove her initial
Identity tothe CA?

= |f aCA turnsout not to betrustworthy, is
anyone liable?
.. "Extensivediscussionsare underway to define
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...Yyou ask Carol’sCA . ..
B B EEEEFERI

m If the user whose signature you want to verify Is
from another organization, how do you determine
where Carol’sCA is?

= Answer: Y ou usethe Public Key Infrastructure

PKI|
(PK1) ~ ESNetCA
LLNL CA @&
a» LBL CA
LANLCAS®
“® ANL CA

A m But that is another presentation . . .
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Reasons for establishing

aCA at ANL
B BRI E

m Enables digital signature applications
m Enablesparticipation inthe national PKI
m Enables participation inthefederal PKI

m Enables ANL to perform public/private
key authentication

m EnablesANL toissue X.509V3
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Certification Authorities
T 2 e mEEEEEEN

m For moreinformation see
http://www.anl.gov/ECT/certify

m Questions?
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